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Introduction

Perhaps the hardest part of being a Webmaster is coping with success. When a Web site is small and not visited often it is easy to browse the server logs and see who is accessing the site and what pages they are visiting. When you get on someone's What's Cool page your whole world changes. Reading through a log file containing 100,000 hits a day and making sense out of all that data is next to impossible. 

The Web production team at RSPAC has been blessed with just such a popular server (60,000 hits a day and growing). In addition to our own Web sites (the Observatorium and the Developers' Workshop), we mirror the very popular Virtually Hawaii site (listed on Netscape's What's Cool page) and SAIC's Athena project. 

In order to make sense of the server logs, we tried to use off-the-shelf statistics packages, but found them inadequate for analyzing our complicated Web server with its multiple mirrors and separate content areas. That's when we started to design The Inquisitor, a highly configurable Web log analysis tool. We have incorporated the standard statistical information, like hits-per-day and hits-per-page, and we have also tried to make tools that reveal more subjective information. 

As an example, our "threads" tool can show you how a visitor uses your site. By searching the server logs and arranging the hits by IP number, you can see the order in which an individual user hits your pages. We call this ordered listing of a user's session a "thread." 

We here at RSPAC have already found the threads tool to be a valuable resource. A section of an earlier version of Observatorium called the Exhibit Hall, had navigational buttons (Back, Exit, Next) designed to guide the user through the pages in a logical order. Using The Inquisitor, we watched as visitors completely bypassed our buttons and traversed the pages in an awkward order. We quickly realized that our navigation buttons were confusing to our users. Armed with this information we went back to the drawing board and corrected the problem.  This is only one of many applications of data from The Inquisitor.

1.0 Installing The Inquisitor 

1.1 Download

The first step to install The Inquisitor is to download it from the RSPAC web servers,

http://developers.ivv.nasa.gov/tech/javainquisitor/downloadDesc.html
and choose your platform: Win 95, Win NT, or UNIX.  If you are downloading for a UNIX platform you must have as a minimum Java 1.1 installed.  If downloading for Win 95 or Win NT you need not worry what version of Java you have installed, because The Inquisitor is packaged with Sun’s JRE (Java Runtime Environment).

1.2 Installing The Inquisitor

To install the inquisitor you must have an unzipping utility, such as winzip, for Win 95/98 or Win NT.  If you are installing this for UNIX you will need gzip and tar.

Win 95/98 Win NT Instructions

Create a directory or folder on your computer in which to place The Inquisitor.  We suggest your wwwroot directory, or near the location of your web logs. Using your unzipping utility, extract the contents of Inquisitor.zip into the directory you have just created.

UNIX Instructions

Create a directory or folder on your computer in which to place The Inquisitor in your wwwroot directory, or near the location of your web logs.  To extract The Inquisitor type gzip –d Inquisitor.tar.gz, followed by tar –xvf Inquisitor.tar.gz.

Both of these methods should have created an Inquisitor directory with some items and directories within it.

2.0 Configuration and Setup of The Inquisitor

2.1 Insure that JRE is working properly

For Win NT and Win 95/98 you will need to setup the Path and ClassPath system variables.

Path and ClassPath setup for Win NT

First, you must login as Administrator.  Then right-click on My Computer and select Properties, to make the System Properties dialog box appear (1).  Select the Environment tab (2), and then select Path from the top list box.  In the Value Text Box, at the bottom of the dialog box (3), you should append ;LOCATION\Inquisitor\bin\, where LOCATION is the full path to the Inquisitor directory (4).  Then click on the Set button (5).  (See Figure 2.1)
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Figure 2.1

To set the ClassPath select CLASSPATH from the top list box (1).  If it does not exist, type CLASSPATH in the Variable Text Box at the bottom of the screen (2).  Then append the following text to the Value Text Box (3) ;LOCATION\Inquisitor\Classes\ (If CLASSPATH did not exist in the upper list box then omit the beginning semi-colon), where LOCATION is the full path to The Inquisitor directory, and click on the Set button(4).  (See figure 2.2)  Click on the Ok button (5) and you are ready to test your JRE.
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Figure 2.2

Path and ClassPath set up for Win 95/98

In your autoexec.bat file append the following to the path variable: ;LOCATION\Inquisitor\bin\  If the path variable does not exist, then add the following text to you autoexec.bat SET PATH=”LOCATION\Inquisitor\bin”.  To set your ClassPath variable append the following text to the ClassPath variable in your autoexec.bat file:  ;LOCATION\Inquisitor\Classes\  If the ClassPath variable does not exist then add the following text to your autoexec.bat file: SET CLASSPATH=”LOCATION\Inquisitor\Classes\”  (LOCATION should be the full path to the directory where Inquisitor is located.)

Note: If you are setting this up for UNIX ask your System Administrator to set these variables for you.

Verifying that JRE runs

Using the Command Prompt, change into your Inquisitor directory and type jre.  If everything is okay you will see a screen like figure 2.3.
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Figure 2.3

By typing jre NightlyInquisitor we can verify that The Inquisitor installed correctly.

If did you will see the follow output (See Figure 2.4):
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Figure 2.4

If you get any other message than the two above, you have not set up your PATH and CLASSPATH variables correctly.  Repeat the CLASS and CLASSPATH variable set-up procedures.   If you continue to receive this error you should read the documentation for jre.

2.2 Customizing your Config file

Below is an example of the configuration file (see figure 2.5)

#location where the html and graphical statistics produced should be stored

#Required

stats_dir=..\HTMLReports\

#The domain name of the server we are processing 

server_name=gazoo.ivv.nasa.gov

#Location of the log file.  For the first draft we will only be processing the Netscape 

#single log file.  As we advance in development of our log parser we will add

#log file location variables.

#Required

logbase=..\access

#A title or header that will be place on the top of the web pages

#Required, but can be an empty string i.e. ""

title=Java Inquisitor

#Path to where we want to store the database file

database_dir=..\

#A flag to say whether we want to do DNS lookups or not

dodnslookup=no

#This delimiter lets the configParser know it has reached the end of the global configurations

STATS_CONFIGURATION

#Specify the filters and other information for each statistic.   The statistic information 

#will be in a block i.e. there will not be a blank line in the file until the next statistic. 

#The first thing we do is state the statistic name.

#Optional, only the statistics the user wants to track need to be listed.  Therefore it is our 

#programs responsibility to determine what statistics we need to gather based on the stats

#that has entries in the configuration file.

Hits

#Any item or group of items that you want to exclude for a given statistic are specified by

# an exclude_type=exclude_this, where type tells what type of item we are excluding and 

#exclude_this tells us the item to be excluded for the given type.

#statistic.

#Optional, there can be multiple or no exclude statements.

#exclude_filetype=.gif

#exclude_filetype=.jpg

#exclude_ipaddress=192.112.227.173

#exclude_subnet=129.164.45.

#exclude_domain=.ivv.nasa.gov

#count=10

#comment=blahblah where the blahblah represents the text that will appear at the bottom #of the statistics output.  

#optional

comment=Observatorium hits with RSPAC staff and graphics excluded

#We now have the configuration info for a new statistic, threads.

Threads

Comment=Threads for the first 300 hits

#Count tells us how many listings we want to keep track of for this stat

#Optional, but highly recommended for certain statistics so we don't report tons of 

#useless data.

count=50

referrers

#The include_type=whatever says only include log entries that have whatever for the #given entry field that corresponds to #include_type 

#Optional

exclude_domain=http://gazoo.ivv

comment=Gazoo refferers with .ivv.nasa.gov excluded!

Count=200

Bytes_trans

Comment=Bytes Transferred with .html files excluded!

Hits_per_hour

Comment=Hits Per Hour nothing excluded!

Agents

Comment=Browser break down for the Observatorium.

Domains

Comment=The different domains that came to the Observatorium.

Hpp

Comment=The top 100 hits per page

Count=100

Exclude_filetype=.gif

Exclude_filetype=.jpg

Exclude_filetype=.exe

Exclude_filetype=.au

Redirect_errors

Comment=The top 30 pages receiving redirect errors!

Count=30

Not_found_errors

Comment=The top 30 pages receiving not found errors!

Count=30

Figure 2.5

This file is located in Inquisitor\sampleConfigurationFile.cfg.  We will go section by section describing each value.

2.2.1 stats_dir

#location where the html and graphical statistics produced should be stored

#Required

stats_dir=..\HTMLReports\
This value is the location of the final results of The Inquisitor.  This value is required by The Inquisitor and will not run without it.

2.2.2 server_name

#The domain name of the server we are processing 

server_name=gazoo.ivv.nasa.gov

This value is the server name of the server we are processing.  This value is Optional and if not provided the Server Name, will not appear on any HTML reports.

2.2.3 logbase

#Location of the log file.

#Required

logbase=..\access
This value is the location of the web server log file to analyze.  The Inquisitor does not archive or split log files, you will have to do this task yourself.  The Inquisitor requires this value and will not run without it.

2.2.4 title

#A title or header that will be placed  on the top of the web pages

#Required, but can be an empty string i.e. ""

title=Java Inquisitor
This value is the title or header atop each HTML report page. The Inquisitor requires this value and will not run without it.

2.2.5 database_dir

#Path to where we want to store the database file

database_dir=..\
This value is the path to the database file, if this value is null, it assumes that the database file is located in the current working directory.

2.2.6 dodnslookup

#A flag to say whether we want to do DNS lookups or not

dodnslookup=no
This value tells The Inquisitor whether or not to do domain name lookups.  If this value is yes then processing time is increased by a factor of 4.  It is quicker to have the web server do the DNS lookups.

2.2.7 Statistic Values

To specify which statistics you would like The Inquisitor to measure you would include a block of values that will tell it which statistic to measure, which IPs or domains to exclude, a comment to place on report page, a maximum count, and which file types to exclude.

For example, lets look at a sample configuration for the Hits statistic.

Hits

exclude_filetype=.gif

exclude_filetype=.jpg

exclude_ipaddress=192.112.227.173

exclude_subnet=129.164.45.

exclude_domain=.ivv.nasa.gov

count=10

comment=Observatorium hits with RSPAC staff and graphics excluded

note: By using a pound sign (#) you can comment out a line in the config file.

Below is an example from the sample configuration file, for all of the stats.

#Specify the filters and other information for each statistic.   The statistic 

#information will be in a block i.e. there will not be a blank line in the file until #the next statistic. 

#The first thing we do is state the statistic name.

#Optional, only the statistics the user wants to track need to be listed.  Therefore #it is our programs responsibility to determine what statistics we need to gather #based on the stats

#that has entries in the configuration file.

hits

#Any item or group of items that you want to exclude for a given statistic is #specified by an exclude_type=exclude_this, where type tells what type of item we #are excluding and exclude_this tells us the item to be excluded for the given type.

#statistic.

#Optional, there can be multiple or no exclude statements.

#exclude_filetype=.gif

#exclude_filetype=.jpg

#exclude_ipaddress=192.112.227.173

#exclude_subnet=129.164.45.

#exclude_domain=.ivv.nasa.gov

#count=10

#comment=blahblah where the blahblah represents the text that will appear at #the bottom of the statistics output.  

#optional

comment=Observatorium hits with RSPAC staff and graphics excluded

#We now have the configuration info for a new statistic, threads.

threads

comment=Threads for the first 300 hits

#Count tells us how many listings we want to keep track of for this stat

#Optional, but highly recommended for certain statistics so we don't report tons #of useless data.

count=50

referrers

#The include_type=whatever says only include log entries that have whatever for #the given entry field that corresponds to include_type 

#Optional

exclude_domain=http://gazoo.ivv

comment=Gazoo referrers with .ivv.nasa.gov excluded!

count=200

bytes_trans

comment=Bytes Transferred with .html files excluded!

hits_per_hour

comment=Hits Per Hour nothing excluded!

agents

comment=Browser break down for the Observatorium.

domains

comment=The different domains that came to the Observatorium.

hpp

comment=The top 100 hits per page

count=100

exclude_filetype=.gif

exclude_filetype=.jpg

exclude_filetype=.exe

exclude_filetype=.au

redirect_errors

comment=The top 30 pages receiving redirect errors!

count=30

not_found_errors

comment=The top 30 pages receiving not found errors!

count=30

3.0 Running The Inquisitor

3.1 Running NightlyInquisitor.class

Now that we have finished setting up The Inquisitor, we are ready to execute it.  Make sure your log files are in place, and that you have customized your configuration file.

To run The Inquisitor from a command prompt type 

jre NightlyInquisitor <your_config_file>

note:  The jre is case sensitive, so make sure you place capital letters in their proper places.

3.2 Running MonthlyReport.class

This program will generate unique IPs, hits, and bytes transferred for a given time period specified by the user.


To utilize this program, type the following at the command line: 

jre MonthlyReport <dbFile> - If you are on NT and using the JRE rather than the JDK.

java MonthlyReport <dbFile> - If you are using the JDK. 


Where <dbFile> is the full path of your Inquisitor-generated database file. 

For example: jre MonthlyReport gazoo.ivv.nasa.gov.db 

The program will now ask you for a starting date, which has to be of the format MM/DD/YYYY (i.e., 10/15/1997). You will then be asked for an ending date, which must be in the same format. After entering the above information, the MonthlyReport program will generate an HTML document that contains the values for unique IPs, bytes transferred, and hits for the time period specified by the user (starting date and ending date).

Starting date and ending date can also be passed as command line parameters.

For example: jre MonthlyReport gazoo.ivv.nasa.gov.db 1/1/1998 2/1/1998

4.0 Common Errors

Listed below are some common errors one might get when running The Inquisitor, and what would cause these errors.

Could not access configuration file! Check permissions and path specified.

The Inquisitor could not open the configuration file you specified as a command line argument, verify that the path, and file permissions are correct.

You must specify the path to a Inquisitor database file as a command line argument.

The Inquisitor could not locate the database file from the path you specified in the configuration file, check the path and verify that it is correct.

You must specify the path to a Inquisitor configuration file as a command line argument.

The Inquisitor could not find the configuration file you specified as a command line argument, check the spelling, permissions, or the path to make sure they are correct.

Unable to create, or write to the HTML stats directory specified in the configuration file.

The Inquisitor was unable to create its report files in the directory that was specified in the configuration, check the directory permissions.

5.0 The Inquisitor Reports

All reports generated by The Inquisitor are presented in HTML and stored in the directory specified by a configuration file. Each time you run The Inquisitor for a given configuration file, all previous reports will be overwritten by the new reports. The reason we overwrite the previous reports is that The Inquisitor is designed to be run daily, enabling you to have a single URL that you can check each morning to see reports for the previous day's Web server statistics. All of these reports have customizable options that are specified in the configuration file, which is above. Below you will find a brief description of each report The Inquisitor generates and a link to an example of an output page.

5.1 Hits Report

The Hits Report is a line graph showing the number of hits received for the current log file and the hits received for the 10 previous logs The Inquisitor was run on. Therefore, if you run The Inquisitor daily you can see how your hits vary over a 10-day period.

Example of a Hits Report
5.2 Hits Per Page Report

The Hits Per Page report is a tabular report that specifies a URL and the number of hits the given URL received. You can specify how many entries you want in the report in the configuration file.

Example of a Hits Per Page report
5.3 Hits Per Hour Report

The Hits Per Hour report is a line graph showing the number of hits received during each hour of the day for the log file that was processed.

Example of a Hits Per Hour report
5.4 Bytes Transferred Report

The Bytes Transferred Report simply states the total bytes and total kilobytes (saves you the calculation) that your server served out for the given log file.

Example of a Bytes Transferred Report
5.5 Threads Report

The Threads Report tracks the way a user traversed your Web site. You use the configuration file to specify how many log entries you want to track threads for.

Example of a threads report
5.6 Domain Report

The Domain Report tells you how many hits you received from the different domains (i.e., .com, .gov, .edu, etc.) and how many unique IP addresses there were in your log file. The unique IP’s information is useful for getting a rough estimate of the number of different people who are visiting your site.

Example of a Domain Report
5.7 Not Found Errors Report

The Not Found Errors Report uses a tabular format to display the top pages receiving not found errors and the number of times each page was requested. This can be used to find bad links in your site or bad links to your site.

Example of a Not Found Errors Report
5.8 Redirect Errors Report

The Redirect Errors Report uses a tabular format to display the top pages receiving redirect errors and the number of times each page was requested. This is useful for determining if your redirects are still needed.

Example of a Redirect Errors Report
5.9 Agents Report

The Agents Report can only be obtained if your logs are using the extended log format. If so, the agents report uses pie charts to show you the breakdown of browsers the people coming to your Web site are using. Three pie charts are presented, one with all the different browser makers and the number of hits for each, one with a breakdown of the Netscape browser versions, and one with a breakdown of the Microsoft Internet Explorer versions.

Example of an Agents Report
5.10 Referrers Report

The Referrers Report can only be used if your logs are using the extended log format. If so, the referrers report uses a tabular format to show the URL a user was at before he came to a page and the number of times a user came from that URL to the given page.

Example of a Referrers Report
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